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This document and its contents are proprietary to Illumina, Inc. and its affiliates ("Illumina"), and are 
intended solely for the contractual use of its customer in connection with the use of the product(s) 
described herein and for no other purpose. This document and its contents shall not be used or 

distributed for any other purpose and/or otherwise communicated, disclosed, or reproduced in any way 
whatsoever without the prior written consent of Illumina.  
 

Illumina does not convey any license under its patent, trademark, copyright, or common-law rights nor 
similar rights of any third parties by this document. 
 

The instructions in this document must be strictly and explicitly followed by qualified and properly trained 
personnel in order to ensure the proper and safe use of the product(s) described herein. All the contents 
of this document must be fully read and understood prior to using such product(s).  

 
FAILURE TO COMPLETELY READ AND EXPLICITLY FOLLOW ALL OF THE INSTRUCTIONS 
CONTAINED HEREIN MAY RESULT IN DAMAGE TO THE PRODUCT(S), INJURY TO PERSONS, 

INCLUDING TO USERS OR OTHERS, AND DAMAGE TO OTHER PROPERTY, AND WILL VOID ANY 
WARRANTY APPLICABLE TO THE PRODUCT(S).  
 

ILLUMINA DOES NOT ASSUME ANY LIABILITY ARISING OUT OF THE IMPROPER USE OF THE 
PRODUCT(S) DESCRIBED HEREIN (INCLUDING PARTS THEREOF OR SOFTWARE).  
 

© 2025 Illumina, Inc. All rights reserved. 
 
All trademarks are the property of Illumina, Inc. or their respective owners. For specific trademark 

information, refer to 
https://www.illumina.com/company/legal.html. 
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Revision History 

Document Date Description of Change 

Document 

#200055146 

v00 

April 2024 Initial release. 

Document  

#200055146 

v01 

May 2025 • Rename title from Cybersecurity Guidance to Illumina’s 

Product Security Guidance. 

• Merged all security-related content from the depreciated 

document, Security and Network ing (Document # 

1000000085920). Non-security networking information, 

such as recommended network cables and bandwidth 

requirements, was referenced to the instrument site prep 

and system guide, as this information is already included in 

these documents.  

• Added a table of contents to improve navigation and 

enhance the document viewing experience. 

• Reformatted sections throughout document for 

consistency. 
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Overview 

Illumina platforms ship with preconfigured software, security settings, and user 

management features designed to provide strong protection at both the operating 

system and application levels. These features follow industry best practices and include:  

• Antivirus software (Windows-based instruments).  

• A firewall configured to allow only necessary network traffic.  

• Security audit logging is enabled and enforced on our in vitro diagnostics (IVD) 

instruments. Audit trails are tied to specific user actions, with logs stored in a 

protected manner. This feature is also available on research use only (RUO) 

instruments with Local Run Manager or Illumina Run Manager software enabled  

• Role-based access control to clearly separate User and Administrator 

permissions at the application and operating system level.  

• Password rules and protections are in place to prevent weak passwords and 

block brute-force attacks. 

• Identity-based user accounts with secure password storage 

To maintain strong protection, it's important to follow this guide when setting up and 

using your Illumina instrument. 

Network and Physical Security Guidelines 

Illumina platforms are designed to operate within a networked environment. These 

products are not intended to be used as an archive for run and analysis data. Do not 

save run data to a local hard drive for long-term storage. The system hard drive is 

intended for temporary storage. Data saved on the hard drive that is not used by the 

current run can compromise performance. For information on how to configure your 

instrument to transfer run and analysis data to network locations, refer to the site prep 

and product guides specific to your instrument and installed software on the 

Illumina Support Center site. 

To reduce cybersecurity risks at your site, Illumina recommends the following guidance 

for network security and placement of your instrument. 

1. Connect the Illumina instrument to a secure, isolated internal network. 

The instrument or server should be placed on a properly segmented internal 

network, with access limited to authorized personnel only. 

https://support.illumina.com/
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2. Physically secure the Illumina instrument in restricted-access areas. 

Install the instrument in a secure location within your facility where only 

authorized personnel can gain physical access. This helps safeguard the 

system from unauthorized use or tampering.  

3. Use secure network protocols when connecting your Illumina 

instrument to your network storage, servers, or PCs.  

Make sure the Illumina instrument is configured to only use one of the latest 

secure protocols to protect data during transfer. This ensures that 

connections are properly authenticated, and that the data remains 

confidential and unchanged. For example, if using the Server Message Block 

(SMB), use SMB v3.1.1 or later with encryption and signing enabled.  

4. Only use approved connections to the Illumina instrument – Do not 

share any drives or folders from the instrument. No additional connections 

are configured on the Illumina instrument, except those outlined in the 

instrument-specific documentation and the default configurations described 

below. 

 

a. Local Run Manager (LRM) - For instruments running LRM, ensure 

that inbound connections to the instrument’s LRM are secured using 

TLS 1.2 or later.  

b. Network Storage – Outbound connections to your network storage 

must use secure protocols only. Refer to guidance #3 above. These 

connections enable delivery of sequencing results and analysis from 

the Illumina instrument to your systems. 

c. Illumina Proactive (optional) - If enabled, outbound telemetry data 

sent to Illumina’s Proactive cloud server must be transmitted over TLS 

1.2 or later.  

d. Illumina Cloud Services – For instruments configured with Illumina’s 

cloud-based services for analysis, ensure that outbound data transfers 

are made using TLS 1.2 or later.  

e. VeriSeq NIPT Solution configuration 

For the VeriSeq NIPT Solution, inbound connections from customer-

provided PCs to the instrument’s SMB server MUST use secure 

protocols only. Refer to 3. Use secure network protocols when 
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connecting your Illumina instrument to your network storage, servers, 

or PCs.  

5. Be cautious if connecting the Illumina instrument to Active Directory - 

Joining the instrument to Active Directory may override built-in security 

controls with domain policies. If you choose to do this, carefully review and 

configure Group Policy Objects (GPOs) to ensure they do not weaken or 

replace the instrument’s existing security settings. 

Antivirus Software and Configuration Guidelines 

Illumina recommends installing antivirus software on supported Illumina platforms. To 

determine whether your platform supports antivirus installation, please refer to the 

product documentation and site prep guide specific to your platform, available on the 

Illumina Support Center site. 

While various antivirus software packages have been used successfully by our 

customers, CrowdStrike is the only software tested and validated by Illumina across all 

platforms. If you choose to use a different antivirus solution, please follow the guidelines 

below to reduce the risk of data loss. 

For Windows-based sequencing and microarray scanner systems, Windows Defender 

Antivirus is available but disabled by default. To enable it, please consult with your IT 

department.   

To avoid data loss or interruptions, the antivirus software must be configured as 

follows: 

1. Configure software for manual scans only – Do not allow automatic scanning. 

2. Perform manual scans only when the instrument is idle and not actively 

performing a sequencing run or analysis. 

3. If possible, perform several sequencing runs with the antivirus software in 

listening or training mode to allow it to identify normal use patterns. 

4. Allow antivirus updates to be downloaded automatically but require user 

authorization before installation. 

5. Install antivirus updates only when the instrument is not in use and the computer 

can be rebooted.  

https://support.illumina.com/
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6. Do not allow the control computer to reboot automatically after antivirus updates.  

Refer to the antivirus product manual to determine whether this setting can be 

configured and for instructions on how to do so, if available.   

7. Exclude the application directory and data drives from any real-time file system 

protection. Apply this setting to the following drive locations: 

• Windows-based Instruments 

- C:\Illumina 

- C:\ProgramData\Illumina 

- D or Z drive (depending on instrument) 

• Linux-based Instruments 

- /usr/local/illumina/images  

- /usr/local/illumina/runs  

Illumina recommends that when deploying antivirus software across multiple 

instruments of the same model, install and configure the antivirus software on a subset 

of instruments first and monitor for any issues before expanding to additional 

instruments. 

User Account and Password Management 

Most Illumina sequencing instruments support user account and password management 

at both the operating system (OS) and Illumina software level.  

User Account Security Best Practices  

• Use individual (non-shared) user accounts - Assign a unique login account for 

each user instead of sharing credentials. This enhances accountability, simplifies 

auditing, and improves system security.  

• Deactivate unused accounts – Remove accounts promptly when users no 

longer need access. 

• Rename all default usernames – Rename all default usernames, such as 

sbsuser and sbsadmin, to usernames that do not identify the account type.  

• Maintain At Least Two Administrator Accounts – Illumina does not store or 

maintain customer operating system user credentials. To avoid data loss and 

support time from a factory set, Illumina recommends creating a second 

administrator account for a trusted user, such as a lab manager or IT staff 

member. 
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Operating System - User Accounts and Password Management 

Linux-based instruments and servers - support three types of accounts:  

• Root (Super Administrator)  

• Administrator (Administrator or ‘sudoer’)  

- ilmnadmin (default username) 

• User (Standard User) 

- ilmnuser (default username)  

The Administrator (ilmnadmin) and User (ilmnuser) accounts are accessible to 

customers on all Linux-based platforms. However, on some platforms, root access is 

restricted to an Illumina Support representative.  

For platform-specific permission and access details, please refer to the product 

documentation and site prep guide available on the Illumina Support Center site. These 

resources also include detailed information and instructions on: 

• Adding and Removing User Accounts 

• User Account Permissions 

• Default Password Policies 

• Changing User Account Passwords 

Windows-based Instruments - support two types of user accounts: 

• Administrator – sbsadmin (default username) 

• Standard User – sbsuser (default username) 

Only administrator accounts can install Illumina and antivirus software, security patches, 

as well as configure firewall, network, and antivirus settings.  

Please refer to the product documentation and site prep guide available from the 

Illumina Support Center site for the following information and instructions: 

• Permissions specific to user account types, which may vary by instrument 

• Default password policies 

For support managing user accounts and passwords in Microsoft Windows, visit the 

Microsoft Support site (https://support.microsoft.com/) and search for keywords related 

to the specific instructions you need.  

For example: 

https://support.illumina.com/
https://support.illumina.com/
https://support.microsoft.com/
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• Manage User Accounts in Windows – provides a set of instructions including how 

to add or remove user accounts and change the account type (administrator or 

standard user) for an existing user account.   

• Change or reset your password in Windows  

• Change your user account name 

• How to determine your user account type in Windows 

Illumina Software - User Accounts and Password Management 

Illumina instruments with Local Run Manager or Illumina Run Manager software 

enabled provides built-in user account management tools that follows best security 

practices and includes: 

• Identity based security audit logging. 

• Strong utilization of role-based access control and separation of User and 

Administrator roles. 

• Ability to maintain identity-based accounts. 

• Enforced password complexity rules to prevent weak passwords and block brute -

force attacks.  

• Secure storage of passwords. 

To make the most of these security features, Illumina recommends: 

• Use individual (non-shared) user accounts - Always create a unique login 

account for each user, rather than sharing credentials. This allows for better 

accountability, easier auditing, and stronger security overall. 

• Assign appropriate access levels based on roles. 

• Deactivate accounts promptly when users no longer need access. 

• Password Best Practices 

- Do not reuse passwords from other systems or accounts. 

- Avoid dictionary words or easily guessable terms. 

- Ensure passwords are sufficiently long and complex (at least 10 

characters, including one uppercase letter, one lowercase letter, one digit, 

and one special character). 
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Refer to the product documentation specific to your instrument for more details on the 

account type permissions. 

Security Audit Trails 

Illumina instruments with the Local Run Manager (LRM) or Illumina Run Manager (IRM) 

software enabled provides audit trail logging and monitoring in addition to the event 

logging as the operating system level. For our IVD sequencing instruments, this feature 

is automatically enabled and enforced when sequencing in Dx mode.   

When enabled, the Local Run Manager (LRM) interface creates logs available for export 

for customer’s Admin role. The export and analysis of security logs should occur at the 

frequency established by the customer’s internal security policies. 

Software Restrictive Policies (Windows-based 
Instruments) 

Microsoft Windows Software Restriction Policies (SRP) use rules to allow only specified 

software to run. For Illumina systems, SRP rules are based on certificates, file names, 

file extensions, and directories. Refer to the product documentation for your system for 

specific information on SRP. 

By default, SRP is turned on to prevent unwanted software from running on the control 

computer. An IT representative or system administrator can add and remove rules to 

customize the security level. If the system is added to a domain, the local Group Policy 

Object (GPO) might automatically modify the rules and turn off SRP. 

Note: Turning off SRP prevents the protection that it provides and overrides default 

protections. Changing the rules overrides the default protections. 

Add and remove SRP rules to customize system security. Modifying the rules requires 

turning off SRP temporarily. Only administrator (sbsadmin) user accounts can modify 

SRP rules. 

Add and Remove SRP Rules 

1. Log in to the operating system. 

2. Turn off SRP as follows. 

a. Navigate to the directory C:\Illumina\Security. 
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b. Double-click Disable.reg. 

c. Select Yes to confirm the changes.  

When using a touch-screen interface, tapping and holding for about two 

seconds is equivalent to right clicking. 

3. Select Start, and then select Run. 

4. In the Open field, enter secpol.msc. 

5. In the Local Security Policy dialog box, expand Software Restriction Policies, and 

then select Additional Rules. 

6. Add a rule as follows for files, file extensions, or directory paths. 

a. On the Action menu, select New Path Rule. 

b. In the Path field, enter the file name, file extension, or directory that you 

want to allow. 

c. You can also browse to the location. 

d. In the Security level list, select Unrestricted. 

e. [Optional] in the Description field, enter a reason for creating the rule. 

f. Select OK to add the rule. 

7. Add a rule as follows for certificates that you have previously imported. 

a. On the Action menu, select New Certificates Rule. 

b. Browse to the certificate file that you imported 

c. In the Security level list, select Unrestricted. 

d. [Optional] in the Description field, enter a reason for creating the rule. 

e. Select OK to add the rule. 

8. Delete a rule as follows. 

a. Select the rule that you want to delete, and then select Delete. 

b. Select Yes to confirm the deletion. 

9. Close the Local Security Policy dialog box. 

10. Immediately reinstate SRP as follows. 

a. Navigate to the directory C:\Illumina\Security. 

b. Double-click Enable.reg. 

11. If SRP rules were modified for the first time, log off and then log on again for the 

rules to take effect. 
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User Behavior Policy 

• Use Non-Administrator Accounts for Daily Operation – Illumina recommends 

using non-administrator accounts for normal, day-to-day operations such as 

sequencing and analysis.   

Administrator accounts should only be used, when necessary, such as for 

installing Illumina software updates, applying OS security patches, configuring 

network settings, managing user accounts, and installing and configuring 

antivirus software. 

• Strictly Use the Instrument Computer for Only Its Intended Use – Do not use 

the instrument computer for general activities such as: 

- browsing the internet 

- checking email 

- reviewing documents 

- installing non-approved software.  

Doing so can compromise the instrument’s performance and security.   

• Keep Remote Access Disabled – if remote access is required temporarily to 

perform a task, ensure to disable 

• Windows-based Instruments - Keep Remote Desktop Protocol (RDP) Disabled 

– RDP, which is disabled by default, is a Windows desktop sharing feature that 

enables remote login. It is a common entry point for cyberattacks; therefore, it 

should remain disabled to reduce security risks. 

• Avoid Installing Third-Party Software - For security reasons, Illumina systems 

are shipped with the essential software required for installation and operation. 

While third-party software or scripts not validated by Illumina may pose a risk of 

system vulnerabilities, we recommend installing only reputable antivirus software 

to help protect your system. Additionally, certain support tools, such as 

TeamViewer, may be used by Illumina field teams to assist with remote 

troubleshooting, even though they are not included with the system by default. If 

you plan to install such tools, please coordinate with an Illumina Support 

representative.  

Patching 

By default, automatic installation of operating system (OS) patches is disabled on 

Illumina’s systems. If you enable automatic system updates, untested updates might 
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impact system integrity. If you have additional update requirements consult with your 

IT administrator for proper application.  

Illumina is committed to providing continuous cybersecurity support for its products, 

including timely communications regarding maintenance and updates of supported 

software and cybersecurity-specific Illumina application patching.  

Illumina provides OS security patches that have been tested and verified for use with 

our instruments. These patches, along with detailed installation guides, are available on 

the Illumina Product Security Portal. Please consult with your IT team to apply these 

patches. Illumina will continue to provide OS security patch support for each instrument 

until it reaches its End of Service Life (EoSL) date. Regularly applying critical security 

updates helps protect your Illumina instruments against emerging threats and 

vulnerabilities.  

Secure Device Decommissioning/Re-sale Protocol 

Illumina provides the following guidance for securely decommissioning devices by 

sanitizing the Illumina instrument of sensitive, confidential, and proprietary data and 

software: 

• If planning to decommission an Illumina instrument, the hard drive must be 

removed and either retained for archival purposes according to your internal data 

retention policies or physically destroyed. For assistance, please contact Illumina 

technical services at techsupport@Illumina.com to request a billable site visit. 

• If planning to resell an Illumina instrument, please contact Illumina technical 

services at techsupport@Illumina.com. Sensitive, confidential, and proprietary 

data must be securely removed, and software sanitization must be completed 

before resale. 

Instrument Firewall 

The firewall protects the control computer by filtering incoming traffic to remove potential 

threats. The firewall is enabled by default to block all inbound connections. Always keep 

the firewall enabled and allow outbound connections. 

All Illumina instruments use port 443 for communicating with Illumina cloud services. 

This port is designed for outbound communication only.  

https://www.illumina.com/productsecurity
mailto:techsupport@illumina.com
mailto:techsupport@illumina.com
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Endpoints depend on your region and instrument type and are used for the following 

purposes: 

• Authorizing certificates 
• Displaying fonts 
• Telemetry 
• Accessing Illumina support material 
• Sending IDAT files or data to ICA 
• Check DRAGEN license 

Refer to Regional and Instrument-Specific Network Endpoints for Illumina Cloud 

Services (Document# 200070476), available in the Illumina Product Security Portal 

Documentation section, for a list of endpoints required by your region and instrument. 

These endpoints must be added to your firewall allowlist to ensure proper connectivity 

with Illumina cloud services such as BaseSpace Sequence Hub, Illumina Connected 

Analytics, and Illumina Connected Insights. 

Blocking or omitting required endpoints may prevent access to these services and can 

result in delays during login or slower data uploads. 

https://www.illumina.com/productsecurity

